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Abstract

Digital video content is the most information-intensive and high-value content. Therefore, it is necessary to protect the
intellectual property rights of these contents, and this paper also proposes a watermarking method of digital image for this purpose.
The proposed method uses the frequency characteristics of 2-Dimensional Discrete Wavelet Transform (2D-DWT) for digital images
and digital watermark on global data without using local or specific data of the image for watermark embedding. The method to
insert digital watermark data uses a simple Quantization Index Modulation (QIM) and a multiple watermarking method that inserts
the same watermark data in multiple. When extracting a watermark, multiple watermarks are extracted and the final watermark
data is determined by a simple statistical method. This method is an empirical method for experimentally determining the
parameters in the watermark embedding process. The proposed method performs experiments on various images against various
attacks and shows the superiority of the proposed method by comparing the performance with the representative existing methods.

Keyword : digital image watermarking, frequency property, 2-dimensional discrete wavelet transform (2D-DWT), global
data, empirical method
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Fig. 4. The 1.024x1,024 test images: (a) St. George Church, (b) Two Horses, (c) Neuschwanstein Castle, (d) Four Kittens.
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Table 1. Summary of test experiments

Highest Attacks
Resolution | 2D-DWT
level Type Intensity
512x512 4 JPEG compression 40, 60, 80
640x480 4 Median filtering 3x3, 5x5, 7x7

1,024x1,024 5 Gaussian noise addition | 1%, 2%, 3%

1,920%1,080 5 Sharpening 2,3 4

2,048x2,048 6 Rotation 15°, 30°, 45°
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Table 2. Summary of the three experiments

Experiment Final WM data Quantization step size
All the embedded
1 WM sets Same for all subbands
One WM set
2 by statistical method Same for all subbands
3 One WM set Adjustment according to
by statistical method subband energy
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Fig. 5. Experiment 1 results of 1,024x1,024 images for: (a) JPEG compression attacks, (b) median filtering attacks, (c) Gaussian noise addition
attacks, (d) sharpening attacks, (e) rotation attacks, (f) average for all the attacks.
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Fig. 6. Experiment 2 results of 1,024x1,024 images for: (a) JPEG compression attacks, (b) median filtering attacks, (c) Gaussian noise addition
attacks, (d) sharpening attacks, (e) rotation attacks, (f) average for all the attacks.
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T 3. ZA9| Askol| LSt AYAL = 1,024x1,024H A0 4-2{|&l 2D-DWTO] Cist Zzlo| of
Table 3. Example result from experiment on the effect of attack for 4-level 2D-DWT of 1,024x1,024 images.

Attack (a) Effect of attack by energy (b) WM extraction rate by NCC
LL HL LH HH LL HL LH HH
No attack 149.349
(original image) (71.624) 16.211 | 15.598 | 20.128 - - - -

1 pxl 0.318 0.759 0.766 1.456 | 0.961 | 0.810 | 0.804 | 0.479

Sharpening 2 pxl 0.539 1.278 1.288 2.300 | 0.865 | 0.618 | 0.569 | 0.368

3 pxl 0.765 1.760 1.771 2.903 | 0.728 | 0492 | 0459 | 0.337

Gaussian 1% 0.256 0.456 0.470 0.913 | 0.994 | 0.971 | 0.983 | 0.581

noise 2% 0.508 0.859 0.885 1.674 | 0.855 | 0.767 | 0.735 | 0.177

addition 3% 0.843 1.292 1.264 2.556 | 0.524 | 0.338 | 0.288 | 0.009

Median 3x3 1.045 1.841 1.751 3.336 0.541 | 0.469 | 0.447 | 0.283

filterin 5x5 2.198 3.872 3.936 7.172 | 0.390 | 0.330 | 0.309 | 0.167

9 77 3.185 5.739 5.804 | 10.527 | 0.343 | 0.277 | 0.269 | 0.139

JPEG 80/100 0.237 0.409 0.439 2.373 | 0.712 | 0413 | 0.376 | 0.056

compression | 60/100 0.354 0.614 0.616 1.248 | 0.963 | 0.881 | 0.892 | 0.361

quality 40/100 0.686 1.180 1.216 0.901 | 0.996 | 0.989 | 0.980 | 0.605

15° 54.176 12292 | 12.839 | 6.721 | 0.834 | 0.855 | 0.840 | 0.857

Rotation 30° 67.896 11.921 | 12.995 | 15248 | 0.776 | 0.796 | 0.780 | 0.802

45° 72.336 10.162 | 11.317 | 26.927 | 0.787 | 0.797 | 0.775 | 0.788
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Fig. 9. Experiment 3 results of 1,024x1,024 images for: (a) JPEG compression attacks, (b) median filtering attacks, (c) Gaussian noise addition

attacks, (d) sharpening attacks, (e) rotation attacks, (f) average for all the attacks.
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Table 4. Used images in experiments

M:N Resolution DWT level # of images
» 512x512 3 10
' 1,024%1,024 4 10
640%x480 3 10
4:3
1,280%x960 4 10
1,920x1,080 4 10
16:9
3,840%2,160 5 10
E 50 B =R Ao R = ZAHAES UdEg
th & 59 ¥AEL, Holl A EH&M T 71E ATEo
N AR ZASS 9FE TARACH, e @ Y
& AL EFash ® 5ellA skagh WA A (pixel-

value change attack)< 3729 FZ o] 343t WA=

SAES ovatH, 7188t F4(geometric attack) 3
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o) Yot S WA $AL vidh W28 A A AEA () E 19 JYE
5 =] = 3T (O ]
2 A9AoR Paho] ALt ¥ 62 248 dnH
E 5 Upld 378 e ol Qi PAskE ouiAe] Mol LL ¥
Table 5. Experimented attacks
o -
o] JUHOE I, oA RS FAT WAZ 2
Category Irpe Intersty £ PASHE AR S AE ol 49D 2 IeE A
JPEG compression 80, 60, 40, 20/100 ;]_ o3 q_
- - Of XX .
Gaussian blurring 3x3, 5x5
Average blurring 3x3
Median filtering 3x3 E 6. MHHo= ZFe mat0le %
Pixel-value Sharoenin Table 6. Determined parameter values by experiment
change attack P 9
Gaussian noise addition 3% Parameter LL LH HL HH
Salt&pepper noise addition 3% TSn,| 15 20 20 20
Histogram equalization - TSn,h 25 8.0 8.0 8.0
Contrast -20 ¥Sn 0.1 0.2 0.2 03
Shrink 0,8, 0.5, 0.25
Geometrical Magnify 2 3. AIEZHT
attack Rotation W6, 1/4, 13, 1/2 T EEE
Cropping 25%
E 19 QB sl & 39 2A0 U@ A9AAE
2. Tat0|E ZH F 73 19 130 Holx Atk WA & 7S WME Aelst
- - = KeN =] [eXXe) o T
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3 0.2 ® =2 ise 39 ise 39
=20 | —4(P) JPEG 80 —-(P) JPEG 60 = —e—(P) Avg blur 3X3 —e—(P) Med flt 3X3 10 |- —*~(P)G noise 3% "'“’)5;0'59 3%
5 | =-(PlUPEG 40 -(PlIPEG20 | 20 F.u(N)G blur 3X3 N)Gblursxs | 02 —{;mgr:st-m : m;z:;ieem;/g 0.2
4~ (N)JPEG 80 -m- (N) JPEG 60 - (N) Avg blur 3X3 -+ (N) Med fit 3X3 > L, -
10 <o (N)JPEG 40 -+ (N)JPEG 20 | 15 0 o Lo#(N)S noise 3% (N) Contrast 20|
512 640 1024 1280 1920 3840 512 640 1024 1280 1920 3840 512 640 1024 1280 1920 3840
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15 |y R 09 ——:P)CSo:ZS% & (N) Rot /2 11 E R S o 09
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Fig. 13. Experimental results for attacks: (a) JPEG compression, (b) Gaussian blurring, average blurring, median filtering, (c) sharpening, histogram
equalization, Gaussian noise addition, Salt&pepper noise addition, contrast adjustment, (d) scaling (shrink, magnify), (e) rotation, cropping, (f)

averages.
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Table 7. Invisibility of the embedded WM
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R;S;il:zn Pi’\éi[? - O 2 AT FobHFE i1 Fohxl ey, JPEG
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640%480 40.14 AL A= NCCRro] %ol HolAl= A& & 4 9t} JL
1,280%960 39.37 2 quality 40/100 ©]’3e] ¥4 L9749 skde =A 3
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Fig. 14. Robustness comparison with existing schemes: (a) pixel-value change attacks with [8] and[14], (b) pixel-value change attacks with [8]
and [14], (c) pixel-value change attacks with [15], (d) geometric attacks with [16].
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