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Abstract

Steganography is a technique for secret data communication, which is not perceived by third person between a receiver and a
transmitter. It has been developed for thousands of years for the transmission of military, diplomatic or business information. The
development of digital media and communication has led to the development of steganography techniques in modern times.
Technic of image steganography include the LSB, which fixes the number of embedded bits into a pixel, and PVD, which exploits
the difference value in the neighboring pixel pairs. In the case of PVD image steganography, a large amount of information is
embedded fluidly by difference value in neighboring pixel pairs and the designed range table. However, since the secret
information in order is embedded, if an error of the number of embedded bits occurs in a certain pixel pair, all subsequent
information will be destroyed. In this paper, we proposes the method, which improve the vulnerability of PVD property about
external attack or various noise and extract secret information. Experimental process is comparison analysis about stego-image,
which embedded various noise. PVD shows that it is not possible to preserve secret information at all about noise, but it was
possible to robustly extract secret information for partial noise of stego-image in case of the proposed PVD image steganography
with locally-fixed number of embedding bits.
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Table 1. Range table (a) and (b), the number of embedded bits about
differences of pixel values of the pixel pair [3]

(@)

Uy, Uy, n
7 3

8 15 3
16 31 4
32 63 5
64 127 6
128 255 7

(b)

Uy U, n
0 1 1
2 3 1
4 7 2
8 11 2
12 15 2
16 23 3
24 31 3
32 47 4
48 63 4
64 95 5
96 127 5
128 191 6
192 255 6
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Bit stream(24bit)
01000001 01000010 01000011

Secret.txt

gl 1. 22X “ABC”9| bitstream
Fig. 1. Bitstream of a string “ABC”
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Before embedding data tag = 4 After embedding data
8 8 0 15
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tag = 4 Taug = 4
32 4. t,,, > t,9 B2 FE 2%
Fig 4. Extraction error in the t,,, > ¢, case
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Fig 5. Stego-image. (a) Using PVD and (b) using PVD with locally-fixed number of embedding bits
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T 2. PVDY 6 X 67| ME E22 AI2SH X|9H Al HE TX PVD 22 2 PSNRH|I
Table 2. Capacity and PSNR comparison between PVDs with and without locally-fixed number of embedding bits

method cover image secret(bit) capacity(bit) PSNR (dB) error pixels
PVD lena 410,394 41.6066 0
proposed method 393,300 42.3895 12
PVD baboon 457,105 38.0646 0
proposed method 410,040 38.9864 12
PVD - 409,845 41.1636 0
proposed method ] 393,714 41.7001 12
PVD oldhil puppy 411896 41.559 0
proposed method 9 (390,240) 392886 42.5912 12
PVD coper 404449 41.4452 0
proposed method pepp 392004 42.1204 12
PVD barbara 464314 35.6523 0
proposed method 429786 37.441 12
PVD boat 451083 39.3212 0
proposed method 397458 40.4689 12

(@) (h)

T2l 6. & HY HEQL F& HE. (a)dt HIY FE, (b), (c), (d), (e), (f), (), (h) O 5(b)e| AH HMOZRH FEE HE
d

Fig. 6. Embedded secret data and extracted data. (a) embedded secret data and (b), (c), (d), (e), (f), (g) an
stego images in Fig. 5(b)

(h) extracted data from the
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(a) (b)

(e) U]
2 7. &S 5% A2 AHD HA PVD(a, ¢, )2 XA ARl HIE 1IF PVD(b, d, f) (Z lena stego.bmp, baboon stego.bmp, jet stego.omp)

Fig 7. Stego-image with 5% noise (a, ¢, e)(using PVD) and (b, d, f)(using locally-fixed number of embedding bits) (each lena stego.omp, baboon
stego.bmp and jet stego.bmp)
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2H)T A4S E 3004 A PSNRO o 24-25BAEE 2 AW 1Y 8 (a), (o). ()= MY g.ua *}%6}71011
A Gao] wol ALHRLS FeizT of U Aee Aust A AL B 4

F7Fe PVD 282 GO ZHY 58

;O
=
g
é
= 424, e

=

A9 HIE 24 PVDE] A$olE 1 8 (b), (d), (t)°ﬂ

H 3. 5% &30l TSt PVDeF XA el HIE 1™ PVD = FE H|n
Table 3. Comparison between extraction results of conventional PVD and PVD with locally-fixed number of embedding bits at 5% random noise

method cover image empedded PSNR error pixels . error-ratio .
noise(%) (dB) (error pixels / total pixels)(%)
PVD lena 25.2146 48556 99.3575
proposed method stego 25.2305 5937 12.2271
PVD baboon 25.3686 48562 99.3698
proposed method stego 25.4119 5868 12.0074
PVD jet 24.0446 48566 99.3779
proposed method stego 24.0540 5895 12.0626
PVD goldhill 6553(5) 24.9828 48543 99.3309
proposed method stego 25.0025 5860 12.0131
PVD pepper 24.9636 48559 99.3636
proposed method steog 249774 5833 11.9578
PVD boat 25.2242 48553 99.3513
proposed method stego 25.2632 5935 12.1669
PVD barbara 24.8547 48560 99.3657
proposed method stego 24.975 5908 12.1115

() (f)
Jg 8. J8! 79] AHT Halol| tha 7|E PVDO 2fFt FE ME (a, ¢, )2 A9H el HIE 1F PVDO| 2t F& HE(b, d, f)
Fig 8. Extracted data from the stego-images in Fig. 7 (a, c, e) using conventional PVD and (b, d, f) using PVD with locally-fixed number of
embedding bits
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B e AAE AAHA g FRe fE&e FA7F 22 3| Hslo| w2 MokE ghHol F& H|Y HE
He AL B 5 ok ¥ 39 oF JAmY FHe) 3 H|lm

E HH 9 AR} AA| AR QAHEE HFth PVD EE J718 8§ X8 3t Fae 0.1%, 1%, 10%, 20%,
o] ZAol= ek 9%l ol Hdws B AoH 30%, 40%, 50%, 60%, 70%= 2k S7HAA7HH vd 3
2197 4tq) ¥IE 74 PVDY Af-olE 12%4 =9 #& g FEHAE F U 9n A 2AE Fxsh] S8
< BAY UHAE A FE0] HAThA AR M AEE IAE Qo R S Aol AR A
&3 D). GFe the 119 9 (a)9 T A A 3 49 2

® (9) (h) (i)
02! 9. “textbmp” GAS AQIEE AT AAF (a), 0.1%, 1%, 10%, 20%, 30%, 40%, 50%, 60%, 70% 2SS FJI5H B2 AHT A (b), (c), (d),
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Fig. 9. Stego-image (a) embedding “text.omp” image, a part of stego-image (b), (c), (d), (e), (f), (), (h) and (i) with 0.1%, 1%, 10%, 20%, 30%,
40%, 50%, 60% and 70% noise
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399 @O Fe B WANAM 1Y ARE 22T suel AYIHE G ABAD 2E AL G2
AdE 9 103 2k e Fol S7ete] AR vig-9 jet.bmpe] 7B At 271 % 180712 puppy.bmp=S 4
Aol Ago] HUjgte 5 © FHIF HYAE FAety Ak 2E L FHIH 11322 Aste] v HH7}
ot & e AR AT AR IS EFEE oNGA FE2E Al thalA AFs) Btk AFEgE 2
77 g RAE T I G EF AVE AR 83 A9 HIE 24 PVDO)
ok A sk FAIGE 3o Al 9de) A B
2.3 7tPAIeH E30i ChEH MotEl 2ol FE HIE HE off thellA] 2-go] ¥7] Wil 17 11 (d)ollM &1 &
H A= A AY v AR A #Eol | A
ol 001 EFE AAE 1o/ A FA 2552 ol & 4 gtk
E 4. T2 4 PSNRZ} error-ratio
Table 4. PSNR and error-ratio for noise level
cover imade embedded | block PSNR error error-ratio
9 noise(%) size (dB) pixels (error pixels / total pixels)(%)
0 38.8423 0 0
131(0.1) 37.2684 724 1.4842
1310(1) 31.4718 1824 3.73924
13107(10) 22.4759 11788 24.1656
baboon.bmp | 26214(20) 19.6461 20279 41.5724
8 X8
(512512) | 39321(30) 18.0151 | 26782 54.9036
52428(40) 16.8854 31796 65.1825
65536(50) 16.0306 35595 72.9705
78643(60) 15.3518 | 38561 79.0508
91750(70) 14.8037 | 40821 83.6839
N e S R e R e | R RO
This paper proposes a This paper proposes a This paper proposes a|.. =T
(PVD) methods for image | (PVD) methods for image | (PVD) methods for image 1 V
into a cover image and th|into a cover image and th| into ‘a cover image and th v}
same or another PVD met| same or another PVD met| same or another PVD met
to the double-layered steg( to the double-layered steg| to the double-layered stey
obldmed To bLILLthfUH) obldmed To bllLLbefU.ll) obldmed To buweabfully:',_ 12
(a) (b) () (d) ~(e)
() @) (h) () 0
121 10. & “textbmp” Q4 (@), 0.1%, 1%, 10%, 20%, 30%, 40%, 50%, 60%, 70% &=s RISt AHT AAUM FESH HA (b), (c), (d), (e)
(). @) (h), @), G)
Fig. 10. The original “text.bmp” image (a), stego-image (b), (c), (d), (e), (f), (), (h), (i) and (j) with 0.1%, 1%, 10%, 20%, 30%, 40%, 50%,

60% and 70% noise
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Fig 11. Stego-image (a) before embedding gaussian noise, extracted secret information (c), stego-image (b) after embedding 5% gaussian noise
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Fig 12. Error-ratio(a) and PSNR(b) of different block sizes for noise
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Table 5. Comparison of error-ratio and PSNR of different block sizes

(Jaeyoung Kim et al.: PVD Image Steganography with Locally-fixed Number of Embedding Bits)

A4 9 291 A9F A HEES I PVD G4 AH|7e 1 9]

cover imaae embedded block size capacity PSNR error error-ratio
9 noise(%) (byte) (dB) pixel (error pixels / total pixels)(%)
52428(40) 15.462 30727 62.991
39321(30) 16.6007 25872 53.0381
26214(20) 18.2469 19464 39.9016
2X2 405,470
13107(10) 21.1203 11075 22.704
1310(1) 30.7503 1250 2.5625
131(0.1) 38.4551 129 0.2645
52428(40) 15.4619 30708 62.952
39321(30) 16.6006 25785 52.8598
26214(20) 18.2469 19356 39.6802
4x4 399,712
13107(10) 21.1203 10977 22.5031
1310(1) 30.7497 1236 2.5338
131(0.1) 38.4511 125 0.2563
52428(40) 15.462 30736 63.0094
39321(30) 16.6007 25849 52.991
26214(20) 18.247 19349 39.6658
8% 8 394,816
13107(10) 21.1205 11016 22.583
1310(1) 30.7515 1246 2.5543
jet 131(0.1) 38.4617 132 0.2706
(512X512) | 52428(40) 15.4619 30711 62.9582
39321(30) 16.6006 25806 52.9028
26214(20) 18.2468 19385 39.7396
16 <16 393,856
13107(10) 21.1201 10992 22.5338
1310(1) 30.7483 1245 2.5523
131(0.1) 38.4431 135 0.2768
52428(40) 15.4619 30589 62.7081
39321(30) 16.6006 25690 52.665
26214(20) 18.2468 19227 39.4157
32x32 393,216
13107(10) 21.1201 10902 22.3493
1310(1) 30.7481 1230 2.5215
131(0.1) 38.4417 129 0.2645
52428(40) 15.4619 30521 62.5687
39321(30) 16.6005 25734 52.7552
26214(20) 18.2467 19285 39.5346
64 % 64 393,216
13107(10) 21.1199 11019 22.5892
1310(1) 30.7459 1260 2.58303
131(0.1) 38.4291 136 0.2788
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