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Pruning for Robustness by Suppressing High Magnitude and 
Increasing Sparsity of Weights
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Abstract

Although Deep Neural Networks (DNNs) have shown remarkable performance in various artificial intelligence fields, it is well 
known that DNNs are vulnerable to adversarial attacks. Since adversarial attacks are implemented by adding perturbations onto 
benign examples, increasing the sparsity of DNNs minimizes the propagation of errors to high-level layers. In this paper, unlike 
the traditional pruning scheme removing low magnitude weights, we eliminate high magnitude weights that are usually considered 
high absolute values, named ‘reverse pruning’ to ensure robustness. By conducting both theoretical and experimental analyses, we 
observe that reverse pruning ensures the robustness of DNNs. Experimental results show that our reverse pruning outperforms 
previous work with 29.01% in Top-1 accuracy on perturbed CIFAR-10. However, reverse pruning does not guarantee benign 
samples. To relax this problem, we further conducted experiments by adding a regularization term for the high magnitude weights. 
With adding the regularization term, we also applied conventional pruning to ensure the robustness of DNNs.
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Ⅰ. Introduction

Deep Neural Networks (DNNs) have shown state-of- 
the-art performance in various fields of artificial intelli- 

gence[1]-[7]. However, their characteristics, such as excessive 
memory usage and high computational complexity, hin-
dered their applications in the real world. To solve this 
problem and make DNNs less resource-intensive, various 
model compression methods[8]-[13] were proposed. Pruning 
is one of the model compression methodologies, and pre-
vious pruning studies[14]-[16] have conducted research results 
that show no degradation in performance even after remov-
ing more than 90% of the weights. 

On the other hand, it is well known that DNN models are 
vulnerable to adversarial attacks[17]. Adversarial attacks usu-
ally generate images that are perceptually similar to benign 
samples, but it leads to misclassification by the neural 
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network. Furthermore, generic regularizations (e.g., dropout 
and weight decay) are ineffective against adversarial at-
tacks[18]. To ensure the robustness of DNNs, numerous at-
tempts[18]-[20] have been made to develop robust architectures.

Therefore, it is crucial to study the relationship between 
the efficiency and robustness of neural networks. In this 
paper, we thoroughly analyze this relationship and provide 
analyses from both theoretical and empirical perspectives. 
We found that increasing sparsity and limiting the weight's 
magnitude contributes to the robustness of DNNs. In addi-
tion to conventional pruning, which removes the weights 
under a certain threshold, we proposed a method for gen-
erating higher magnitude weights. Our results show that 
our proposed method performs well against adversarial 
attacks.

Ⅱ. Main Subject

1. Related Works 

Previous studies[21][22] showed a relationship between ro-
bustness and sparsity. Authors in [21] proved the relation-
ship between robustness and sparsity both theoretically and 
practically. In the theorem presented by the previous 
study[21], it was shown that the  norm of the weights is 
inversely proportional to the robustness. Based on this evi-
dence, it was experimentally proved that the more sparsity 
is ensured, the more robust the model is. The weights hav-
ing small magnitude were removed through pruning to en-
sure high sparsity in the previous study. Removal of small 
weights using pruning helps to ensure sparsity, but it does 
not minimize distortion caused by adversarial attacks. In 
this paper, we conducted research focusing on the mini-
mization of output distortion caused by adversarial attacks. 
Our study theoretically and experimentally proved that not 
only an increase in sparsity but also a decrease in the mag-
nitude of the weights are related to increasing robustness.

2. Notations

Assume a DNN       has a set of  con-
volution layers where        … .  and  
are the input and true label as ∈ where  is data 

distribution, and   is the predicted label of . The output 
of DNN which consist of depth- fully connected neural 
net, can be formulated as

      ⋯   ⋯ (1)

where  denotes the ReLU activation.  be the adver-
sarial examples generated by adding perturbation term .

3. Minimizing Output Distortion 

There is a difference between the outputs of the DNN 
receiving the adversarial attacked inputs and the outputs of 
DNN receiving the benign inputs. This difference can be 
referred to as distortion, and creating a model that mini-
mizes this distortion will increase robustness. The dis-
tortion can be calculated as

∥       ∥ (2)

Then, we can use the following upper bound of the Eq. 
(2): the inequality equation can be derived as

∥       ∥ ≤∏ 
 ∥ ∥∙∥∥.(3)

In the Appendix section, we describe the derivation pro-
cedure in detail and extend Eq. (3) for convolution 
operation. In Eq. (3),  the norm of   is related to spar-

sity and magnitude of the elements in  . The upper 
bound of distortion may decrease when 1)   is sparse 
and 2) the maximum value of  norm of   is decreased.

4. Reverse Pruning

To reduce the magnitude of distortion, we propose a new 
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pruning method to guarantee robustness named reverse 
pruning (RP). Unlike the conventional pruning (CP) meth-
od, which removes the elements of the weights lower than 
the threshold, reverse pruning removes the elements of the 
weights higher than the threshold.  Figure. 1 illustrates an 
overview of conventional pruning and reverse pruning. 
After performing reverse pruning, DNN consists of weights 
that have low magnitude.

To compare conventional pruning and reverse pruning, we 
conducted experiments on CIFAR-10 with ResNet56[2]. In 
Figure. 2, reverse pruning gives the best performance for the 
perturbed data samples generated using adversarial attacks. 
However, the performance of reverse pruning for benign da-
ta samples is lower than that of conventional pruning. 
Furthermore, a high pruning ratio at reverse pruning impedes 
training by making it hard to converge to an optimal value. 
By ensuring sparsity and low magnitude values, we solve 
this problem. For this purpose, we combined conventional 
pruning and regularization for high magnitude weights.

Fig. 2. Comparison of reverse pruning (RP) with conventional pruning 
(CP)

5. Combining Conventional Pruning and 
Regularization 

As mentioned in the previous section, we need to in-
crease sparsity and reduce the magnitude of the weights for 
reducing the weights norm. To satisfy these conditions, we 
combined the characteristics of both conventional pruning 
and reverse pruning.

First, to prevent generating high magnitude weights, we 
added a regularization term to the objective function. Then, 
the final objective function is calculated as

 ∙∥   ∥


 (4)

where   is the scale value to reflect the confidence of the 
regularization term and  is threshold value. With this reg-
ularization term, we are able only to restrain generating 
high magnitude weights.

Second, to generate sparse weights, we applied conven-
tional pruning with Eq. (4). By training DNN in these con-
straints, we can minimize the distortion of samples on 
which adversarial attacks were applied. After training with 
these constraints, we check representative values such as 
the quantiles of the weights, mean and -Norm of the 

weights. In Table. 1, we can compare our proposed method 
with the previous method for both ranges of the weights 
and -Norm of the weights. Our proposed method has a 
low range of the weights and -Norm of the weights. 

Since pruning converts the weights to zero, a significant 
number of weights in the distribution of quartiles is meas-
ured as zero.

Fig. 1. Overview of conventional pruning and reverse pruning. Reverse pruning method eliminates the weights which have high magnitude
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6. Experimental Results 

To validate our proposed method, we conducted experi-
ments for the image classification task on the CIFAR-10 
dataset with ResNet56. Our proposed method can be ap-
plied to various adversarial attacks which perturb data sam-
ples by adding noise. In this paper, we focus on PGD[23] 
attack to generate perturbed samples. Except for reverse 
pruning, all experiments are conducted on 50% of sparsity 
and we observed performance change with or without the 
regularization of the weights. For reverse pruning, we set 
the pruning ratio to 10% to ensure the adequate perform-
ance of both benign data and perturbed data. The reason 
why the pruning ratio is set differently for each method is 
because the ratio when robustness is maximized was used. 
In this paper, we set the hyperparameters of Eq. (4) with 
   .  was established based on the distribution 
of weights generated by reverse pruning (details in Table 
1). Table 2 illustrates the performance of robustness for 
various sparse methods. We conducted experiments to ob

Adversarial
Attack  Baseline Conventional 

Pruning
Reverse 
Pruning Ours

Benign 0 94.21 94.17 84.44 93.84

PGD-4

1 44.16 44.33 33.79 45.41

2 36.08 36.21 31.50 36.93

4 23.75 24.00 27.02 24.84

8 15.73 15.85 23.29 17.83

Table. 2. Robustness of conventional pruning and our proposed method. 
Robustness for PGD attack is evaluated against four levels of perturba-

tion ( ) values. Our proposed method performs well against PGD at-
tacks and perturbation budgets. In the notation of ‘PGD-N’, N indicates 
step size of PGD attack

serve performance changes with the strength of the noise. 
Compared to the previous method[21], which utilizes con-
ventional pruning to ensure sparsity, our proposed method 
performs well against adversarial attack. Reverse pruning 
performs poorly when the noise intensity is low. Reverse 
pruning seems to cause some underfitting because it re-
moves the high magnitude weights. Therefore, it is as-
sumed that poor performance occurs due to underfitting for 
weakly disturbed data. With these results, we showed that 
our experimental results prove our theoretical analysis.

Ⅲ. Conclusion

In this paper, we checked how the high magnitude 
weights and the sparsity of DNNs affect the robustness. We 
proposed a mechanism to minimize output distortion be-
tween perturbed and original images. In theoretical analy-
sis, we found that the sparser the weights of the model, 
and the smaller the magnitude of the weights, the more ro-
bust the model can be. Our experiments are in line with 
our theoretical analysis. Compared to the previous study, 
our proposed method performed well on perturbed samples 
with a slight degradation in accuracy on benign samples.

Ⅳ. Appendix

1. Proof of Equation (3) 

In this section, we prove the Eq. (3). With Cauchy- 
Schwarz inequality, Eq. (2) can be reconstructed as:

Quantile-0% Quantile-25% Quantile-50% Quantile-75% Quanitle-100%  -Norm
Baseline -1.337 -0.029 -0.004 0.021 1.811 28082.62

CP -1.176 -0.023 0.000 0.000 1.613 20576.11
RP -0.278 -0.039 0.000 0.030 0.322 38442.54

Ours -0.223 -0.022 0.000 0.000 0.223 22022.85

Table. 1. Representative values for each method. Our proposed method reduces both range of the weights and  -Norm of the weights
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∥       ∥

 ∥        ∥

≤∥ ∥∙∥      ∥

(5)

                
Using 1-Lipschitzness of ReLU activation with respect 

to  norm at Eq. (5), we can modify Eq. (5) as:

∥       ∥
≤∥ ∥∙∥       ∥

(6)

With iteratively conducting procedure of Eq. (5) and Eq. 
(6), Eq. (2) can be finally rewritten as:

∥       ∥

≤
 

 ∥ ∥∙∥  ∥

∏ 
 ∥ ∥∙∥ ∥ ≤∏ 

 ∥ ∥∙∥∥

(7)

We can also extend this procedure to convolution 
operations. With Young’s convolution inequality, we can 
derive Eq. (7).
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