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Abstract

Steganography is to hide information in a media data so naturally that the other users can not notice the existence of hidden
information. Data encryption focuses on the complex encoding methods of information data in order to make it difficult to decode
the information even though the other users notice the existence of information. On the other hand, steganography methods
concentrate on natural hiding information into other media. Since the other users do not recognize the existence of hidden
information, the information can be better protected. This paper introduces the concept of image steganography that an image
information is concealed into another image (cover image), and proposes a new discrimination method of steganography. This
paper explains the spatial methods with LSB manipulation and frequency methods using DCT coefficients. Finally, this paper
proposes a new discrimination method of image steganography by inspecting that an image information is correctly decoded.
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Fig. 1. Image steganography concept
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Fig. 6. distribution of DCT coefficients frequency (original image, Jsteg, F3, F4)
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Table 1. Image steganography discrimination result

True Positive(TP) True Negative(TN) | False Positive(FP) | False Negative(FN) | Accuracy | F1 score
Simple LSB 476 444 56 24 92.0% 0.923
Random Permutation 456 401 99 44 92.2% 0.881
F3 461 397 103 39 85.8% 0.867
F4 399 419 81 101 81.8% 0.814
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Fig. 11. misidentified images in spatial domain(a, b) and frequency domain(c, d)
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