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Abstract

This paper proposes a robust dynamic watermarking pipeline based on a bidirectional object tracking algorithm to overcome the
limitations of conventional watermarking in dynamic media environments. By integrating YOLOvV8 and CLIP, the system achieves
superior identification robustness in the video security domain compared to general-purpose zero-shot models like OWL-ViT2.
Specifically, we designed a ‘Reference-based Bidirectional Temporal Propagation’ logic using SAM2, ensuring precise maintenance
of watermark masks even amidst complex movements and occlusions. Furthermore, technical rigor was enhanced through a
verification framework based on Hamming distance to mitigate bit errors caused by video manipulation. Experimental results using
the OTB benchmark demonstrated that the proposed method achieved a 2.6-fold increase in tracking IoU compared to the baseline
and maintained a detection rate exceeding 96% under various distortion attacks. This study provides a practical technical foundation
for real-time broadcasting security by identifying the optimal combination of state-of-the-art vision models.

Keyword : Bidirectional Object Tracking, Dynamic Watermarking, Robustness Analysis, Spatio-temporal Consistency,
Deepfake Defense
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Fig. 1. Database-Linked Watermark Embedding Workflow
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Table 1. Hardware Configuration and Software Specifications

Category Item Specifications
GPU NVIDIA GeForce RTX 4060
HW (VRAM 8GB)
CPU Intel Core i5-13700K
RAM 32GB DDR5
Language Python (3.13)
Al Framework PyTorch (1.13.1)
SW Core Model YOLOVS8, InsightFace, CLIP, WAM
Data Processing OpenCV, FFmpeg
Database SQLite3
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Fig. 2. Object Detection via YOLOv8 Model
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Table 2. Dataset Configuration for OTB Benchmark

Sequence | Type/Difficulty | Frames Characteristics
Walking Person / Easy | 500 single pedestrian,
stable movement
. multiple pedestrians,
Jogging Person / Hard 307 motion blur and occlusion
Car4 Object/Easy 659 | vehicle, intermediate speed
MotorRolling | ObjectHard | 164 | Motorevele, fast rotation
and small size
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Table 3. Experimental Parameter Settings

Parameter Value
Message Bit Length 32 bits
Embedding Window Size 512 x 512 pixels
Fingerprint Update Interval 5 seconds
Bit Error Tolerance 5 bits
CLIP Similarity Threshold 0.6
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Table 4. Performance Comparison of Object Tracking by Sequence(%)

S T Tracking loU Success@50
Base Proposed Exp2 Base Proposed Exp2
Walking Person 13.7 70.1 1.7 18.6 97.6 0.0
Jogging Person 43.3 777 5.6 53.7 96.7 0.0
Car4 Object 79.7 87.6 87.9 92.9 100 100
MotorRolling Object 16.5 23.0 88.7 22.0 18.9 99.4
Person Average 28.5 73.9 3.7 36.2 97.2 0.0
Object Average 48.1 55.3 88.3 57.5 59.5 99.7
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Fig. 5. Comparison of tracking results for the Jogging sequence
(Cyan: GT, Red: Baseline/Proposed)
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Table 5. Performance Comparison of Watermark Reconstruction by Sequence(%)

e Tracking loU Success@90
Base Proposed Exp2 Base Proposed Exp2
Walking 98.6 99.2 72.3 98.6 99.2 72.3
Jogging 94.6 94.2 89.1 94.8 95.8 86.3
Car4 94.1 94.7 92.2 92.3 93.0 91.8
MotorRolling 55.4 61.8 64.0 52.6 59.8 62.2
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Fig. 6. Test Videos Distorted under Various Conditions
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Model Integration)
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£ 53 v 22 7EE FFmpeg 34 Alu] L9F F7b &
A AP +AE A&k 7. 3A: 5= 3)A
A 2 B AR YEREE A AR 2=
¥ HAE 94 25ES9(KBSESh-g9F (F7)3te o WA gl §A
ZEP 2 BT AR 9. Yolo] = b Wz Eehl GAHFESD)Y oF
1. 3185 H.264 CRF 359] w4 @ F42 45 AF 4= e =9 d=2E 4
2. BAtOlA: 1/4 AR F4 F 4] A F)
3. 3% AF 9 TYY 174 499 B3 2 22 A8 24k = Y AE oA 2E H|T
4. 7}38l o] Z: noise=alls=50 SA L2 A|ZHH Lo|Z 53], 219 69 (9) ool FHe] A, dE uj$-
F7} dZo| Yujlo|A 7|&RE U2 IEZ MRS E B
5. 5394 gyl 8] 9 giug 34 | 3t A Gl wlg- AA Gl AYE HEvAt |
6. 743t E-8: gblur=sigma=5 FAH2Z 4] OM | % &3 ZH GAAME ZlsHA AEEE SUASERE el

H 6. 92 QA B=(Face Mode) A8 Zz}
Table 6. Experimental Results for Face Mode

Attack type WDR(%) BER(%)
No Attack 100.00 4.69
High Compression 92.42 4.67
Resizing 94.16 4.70
Center Cropping 54.73 4.58
Strong Additive Noise 75.36 4.80
Extreme Contrast Adjustment 94.12 4.63
Heavy Blurring 65.91 4.72
Rotation 97.76 4.69
Deepfake-based Facial Manipulation 96.84 6.07
No Attack Video Metric Experimental Results
PSNR(dB) 39.42 dB
Embedding FPS (Embedding Speed) 10.07 FPS
Detection FPS (Detection Speed) 16.91 FPS

Unit : Percentage(%),dB,FPS

H 7. AlE 214! 2=(Object Mode) A& Zzt
Table 7. Experimental Results for Object Mode

Attack type WDR(%) BER(%)
No Attack 100.00 4.76
High Compression 88.37 4.57
Resizing 75.65 4.79
Center Cropping 64.91 4.74
Strong Additive Noise 48.01 4.47
Extreme Contrast Adjustment 95.13 4.59
Heavy Blurring 71.67 4.77
Rotation 80.82 4.94
No Attack Video Metric Experimental Results
PSNR(dB) 38.27 dB
Embedding FPS (Embedding Speed) 14.31 FPS
Detection FPS (Detection Speed) 26.67 FPS

Unit : Percentage(%),dB,FPS
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o ol & Al2dle] dEH HE QRE FES= Y 2) AHE 914 EE(Object Mode) #4
A 719 AF AAE B3l GolAe}t 22 ke H <l 23k 26.67 FPS9| 7% 4% 2 14.31 FPS9] 4F%] =5 7|
A A% EHHoE g5 & des dsdh Eato], gt HJ% G330 fps)ol LA FAAL A7t
7Fedhs 45k 2l SHoNA, B WA 55
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16.91 FPS2] & &= 2 10.07 FPSQ A £55 7] = ol FA0 = 48.01%% A5o] Huk o]sl 7 et
g3to], Al 914 EEETE tha =X VOD 4 &t 71 H ok g2 Hith o] CLIP Bdo] on]x]|
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s gtehe 3949 2t

oFi5HA| EAEIASLICE

021 7. 42 9IA 2=(Face Mode) YEIDIE Al A% Al2x EE bl
Fig. 7. Visual Quality Comparison Before and After Watermark Insertion
in Face Recognition Mode

J21 8. AIE Q1A 2=(Object Mode) HE{DIE AR M% A|ZHA Z2 H|w
Fig. 8. Visual Quality Comparison Before and After Watermark Insertion
in Object Recognition Mode
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