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Reliability-Based Score Fusion for Face - Fingerprint Authentication by
Separating Quality and Identification Ultility
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Abstract

Biometric input quality can degrade in real operating environments due to illumination changes, facial occlusion, motion blur,
poor fingerprint contact, dryness, and contamination. This study separately estimates input quality (Q) and identification utility (U),
and uses a combined reliability score (R) to adjust face and fingerprint fusion weights. LFW and CelebA were used for face
experiments and FVC2004 DB1 B for fingerprint experiments. Because the face and fingerprint datasets do not share the same
subjects, the evaluation is a score-level simulation rather than a true subject-linked multimodal authentication experiment. The
oracle utility U_oracle uses ground-truth labels and is therefore treated only as a post-hoc analytical upper bound. The operational
method s_runtime replaces ground-truth utility with a decision confidence calculated from the distance to the validation threshold.
The linear correlation between Q and U was generally weak, with absolute coefficients mostly below 0.07. In CelebA+FVC,
s_oracle achieved an AUC of 0.585, EER of 0.429, and TAR@FAR 5% of 0.161, whereas in LFW+FVC the quality-based
method s_q achieved a higher AUC (0.587) than s oracle (0.575). The operational method did not consistently improve AUC or
EER, but showed the lowest ECE in both fusion combinations. These results should be interpreted as an initial validation of the
proposed reliability interpretation framework rather than evidence of universal performance superiority.

Keyword : Multimodal biometric authentication, Face - fingerprint score-level fusion, Sample quality assessment,
Identification utility estimation, Reliability-based weight optimization
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Table 1. Descriptive explanations of the key terms used in this paper

Conventional Term Descriptive Expression in This Meaning
Paper
. . . . . A pair formed by comparing two inputs obtained from the same person
genuine pair same-subject comparison pair )
(or the same finger)
impostor pair different-subject comparison pair A pair formed by comparing tYVO |nput§ obtained from different
people (or different fingers)
: - A score from 0 to 1 indicating how similarly the two inputs resemble the
score_s matching similarity score ;
same subject
. A score indicating how good the input is in terms of brightness,
Q quality score o
sharpness, contact condition, etc.
U identification utiity score A score indicating hoyv much the |.nput helps.d|st|ngwsh the same
subject from a different subject
R reliability (confidence) The final confidence Igyel obtained by F:gmbmmg the quality score with
the utility score or decision confidence
oracle ost-hoc (oracle) analysis Analysis conducted with knowledge of the ground truth, used to observe
P ¥ the upper-bound effect of the proposed method
. . . A method computable without knowledge of the ground truth, as in an
runtime operational (runtime) -
actual authentication process
False Acceptance Rate / False
FAR/FRR/TAR/EER Rejection Rate / True Acceptance Key metrics used to evaluate biometric authentication performance
Rate / Equal Error Rate
ECE Expected Calibration Error A metric measuring how well the confidence reported by the system
matches the actual correctness rate
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Face Image ﬂ Fingerprint Image
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Preprocessing and Preprocessing and
Feature Extraction Feature Extraction
: - Region Correction and
{ APPUSIM IS Seahe J { Sharpness Enhancement ]
Feature Extraction Feature Extraction
(Pixel Similarity, ORB) (ORB, Hamming Distance)
- i - } o
Score Calculation Score Calculation
Quality Score (Qf,ce) and Quality Score (Qy,) and
Discriminative Utility Score (Usace) Discriminative Utility Score (Uy,)

v

v

Reliability Estimation
Reliability: Race = f (Qfaces Utace)

Reliability Estimation
Reliability: R, = f(Qgp , Usgp)

v

v

Weighted Score Fusion and Final Decision
Sfinal = Wiace X Sface + Wfp x Sfp
(weight w is proportional to reliability R)

-

Final Authentication Decision
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Fig. 1. Overall block diagram of the proposed method
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q_face(x) = [q brightness(x) + q contrast(x) + q_focus(x)] / 3
q_finger(x) = [q_contrast(x) + q_sharpness(x) +

q coverage(x)] / 3
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Table 2. Descriptive definitions of the fusion methods

Method Plain-Language Meaning Rzzlaséb'p:e?aé:n
s_avg A baseline method that averages the face score and the fingerprint score with equal weights Feasible
s q A method that adjusts the weights according to the quality scores of the face and the fingerprint Feasible
s_oracle | A post-hoc (oracle) method that additionally reflects the identification utility computed using ground-truth information | Not feasible
s runtime An operational (runtime) method that uses the qualiitr)]/f ;(;:J:taioind the decision confidence without any ground-truth Feasible
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Fig. 2. Examples from the LFW dataset

HolEfMl o AlE &3

B AFLE dF golEA SR LFWS CelebAE A}-4-3}
2, A& "olEAlSE FVC2004 DBI BE ARE-3liTh
VGGFace2, CASIA-WebFace, NIST SD, PolyU HREF,
SOCOFing 5 4 &4 AF $Holm £ A9 45
Aol = A ekokth. A= AF volHAS Y
AHEAE TR OB R AR AREAL T9le] B]elE
o] ey} A4 3 RAFO R Fastoit). do|EAl
TS E 33 2k

£ 39 AAl B4 i LFW, CelebA, FVC2004

¢EmAcasl

=313}

of

T121 3. CelebA H[O|E{AI Of|A|
Fig. 3. Examples from the CelebA dataset
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Table 3. Composition and purpose of the datasets
Modality Dataset Main Purpose Remarks
Face LEW Face verification experiments Construction of same—su.bject apd different-subject
comparison pairs
Face CelebA Face quality and attribute-based analysis | Use of aligned face images and attribute annotations
Fingerprint FVC2004 DB1_B Fingerprint matching and quality analysis Repeated captures of the same finger
Fingerprint SOCOFing Experiments under. subsqugnt damage To be used in future dataset expansion
and alteration conditions
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Fig. 4. Examples from the FVC2004 DB1 B fingerprint dataset
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Table 4. Results of comparison pair generation
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Dataset Training Pairs Validation Pairs Test Pairs Remarks
LFW 174,478 289,000 21,036 Subject IDs derived from folder names
CelebA 259,838 56,216 55,946 Based on identity_CelebA.txt
FVC2004 DB1_B 336 112 112 Based on finger IDs
5 HUh XHEO| 42 MY
Table 5. Plain-language descriptions of the evaluation metrics
Metric Description
Accuracy The proportion of correctly classified comparison pairs among all pairs

False Acceptance Rate (FAR)

The proportion of different-subject pairs incorrectly accepted as same-subject pairs

False Rejection Rate (FRR)

The proportion of same-subject pairs incorrectly rejected as different-subject pairs

True Acceptance Rate (TAR)

The proportion of same-subject pairs correctly accepted

Equal Error Rate (EER)

The error rate at the operating point where the false acceptance rate and the false rejection rate

become equal

AUC A metric indicating how well the scores separate same-subject pairs from different-subject pairs

Expected Calibration Error (ECE)

The discrepancy between the confidence reported by the system and the actual correctness rate
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£9 A0 M 23 AT AHgR P& VEA ARTS Sl
3 FAHEE BE B Al A %%‘ & el o
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v. d¥ Za 63} 7Fo] Aol WS- A9k, 53] FVC2004 DB1_BY)
E2EE 0.0069At o= ol &9 AUCT} WA yeht
1. ZRMSt iE |AE BS 23 L a4 99 F stz e
FARATE volHA 543 dA R AR s AP B 2. ZEHet MY EUE el A
Atk BB L2 oA F B CelebA® B+t FAHT
7} 9k 0.800.% 71 EUA, LFWE thdeh 89 27102 FAAT AT 248 A f8AH e dRE 2
3l °F 0.74~0.75 & Btk FVC2004 DB1_B& oF 3}, <] golg] 7ol A AuizkS 0.07
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Table 6. Separation trends of matchlng similarity scores on the test data
Dataset Same-Subject Mean | Different-Subject Mean | Separation Interpretation
LFW 0.5994 0.5648 0.0347 Same-subject scores are. hllgher, but the separability is
limited
CelebA 0.5921 0.5487 0.0434 Slightly stronger separation tendency than LFW
FVC2004 DB1 B 0.7096 0.7027 0.0069 Strongly limited by the ﬁngerprnjt matcher and the
small sample size
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E o3 "~ °o® 4 4 o % o
9 [ [
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Fig. 5. Scatter plot of the quality score (Q) versus the identification utility score (U)
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Table 7. Key observations on the relationship between the quality score and the identification utility score

Analysis Item

Result

Implication

Relationship between the two

Correlation coefficients mostly below

Quality and identification utility represent different types of

scores 0.07 information
. . - Frequently observed in CelebA and CelebA and LFW Even low-quality inputs can contribute
Low-quality, high-utility cases LFW to authentication

High-quality, low-utility cases

Observed across all datasets

Even high-quality inputs can be disadvantageous for the

decision
Utility score and decision s ) The utility score is directly related to the actual decision
A strong association was confirmed
success outcome
HHEHA ST Lotk AAE AFH-IFEL B L 2, 2 A7 g2 B g AR B s A
FA-AFTE AL A SR 119 5= Qs U FEoll BFo] Adteh= A 7N ReddS ekt
MREE, & 7S F8 #FES Q%9 F 8ollM BRE A FY i B A e g
53] % 79 “fFdAATt B Ay oA e R E9, s oracles F £ EFolA e Wt E
U_oracle©] & WaFs ol £3at7] gl o= & o 2 “dat A B E BT e o] Ade A
ol gty wheba o] AdE AQE Ao HE4 A4 BEE AHEshE 48 Agtol A &9 el @
T TSR A6 B, QF AW W WY Aft Mg 4 glth
ME & ARE xdsteA Selehe AR I 23R
gt 4. 8 4AlY o1E M5
3 MEE U A=Z-X2 g5 A} T A5 A58 volHA A5 TULHE 7FE
WA AL vlolHel Hgato] Frlstirh A&
A2 A HolHAe] Y ARAE TRk FoE dolEl= 7F 3 23 120 vage s AgsBR 4
¥ 8 AlEE HolH 7|E 8% M+ =2l=
Table 8. Separation of fusion scores on the test data
Fusion s_avg s_q s_oracle s_runtime Main Interpretation
LFW+FVC 0.0197 0.0240 0.0393 0.0219 The oracle-reliability fusion yields the largest separation
CelebA+FVC | 0.0214 0.0245 0.0514 0.0254 The oracle-reliability fusion shows the greatest improvement

E 9 AlEES HOH 7|2 88 LAE 25 ds

Table 9. Authentication performance of each fusion method on the test data

Fusion Method Acc FAR FRR TAR AUC EER
CelebA+FVC s_avg 0.571 0.250 0.607 0.393 0.551 0.446
CelebA+FVC s q 0.571 0.250 0.607 0.393 0.565 0.446
CelebA+FVC s_oracle 0.562 0.250 0.625 0.375 0.585 0.429
CelebA+FVC s_runtime 0.562 0.250 0.625 0.375 0.565 0.429

LFW+FVC s_avg 0.527 0.286 0.661 0.339 0.569 0.420
LFW+FVC s q 0.545 0.268 0.643 0.357 0.587 0.411
LFW+FVC s_oracle 0.536 0.304 0.625 0.375 0.575 0.446
LFW+FVC s_runtime 0.527 0.268 0.679 0.321 0.574 0.420
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Table 10. TAR@FAR and calibration results on the test data

Fusion Method TAR%FAR TAR,I(?A)FAR TA';%ZAR ECE Brier
CelebA+FVC s_avg 0.125 0.054 0.054 0.168 0.272
CelebA+FVC s q 0.089 0.071 0.071 0.159 0.269
CelebA+FVC s_oracle 0.161 0.054 0.054 0.202 0.264
CelebA+FVC s_runtime 0.107 0.054 0.054 0.146 0.269

LFW+FVC s_avg 0.054 0.018 0.018 0.163 0.273
LFW+FVC s q 0.054 0.036 0.036 0.163 0.270
LFW+FVC s_oracle 0.071 0.054 0.054 0.170 0.271
LFW+FVC s_runtime 0.071 0.018 0.018 0.161 0.271
E 11. AUC 95% {2717t 3 SY2RE
Table 11. AUC with 95% confidence intervals and equal error rates
Fusion Method AUC 95% ClI EER

CelebA+FVC s_avg 0.551 [0.444, 0.658] 0.446

CelebA+FVC s q 0.565 [0.467, 0.673] 0.446

CelebA+FVC s_oracle 0.585 [0.483, 0.691] 0.429

CelebA+FVC s_runtime 0.565 [0.455, 0.668] 0.429

LFW+FVC s_avg 0.569 [0.464, 0.678] 0.420
LFW+FVC s q 0.587 [0.479, 0.701] 0.411
LFW+FVC s_oracle 0.575 [0.469, 0.685] 0.446
LFW+FVC s_runtime 0.574 [0.470, 0.680] 0.420
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AUC Comparison by Fusion Method
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Fig. 6. Comparison of authentication performance across the fusion methods
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Table 12. Main limitations of this study and directions for improvement

Limitation Current Condition Impact Direction for Improvement
. 112 test pairs, 56 impostor Unstable evaluation in the Extension with FVC and SOCOFing
Sample size ) .
pairs low-FAR regime datasets

Face matching method 64x64 pixel similarity

Limited face discriminability

Adoption of ArcFace / FaceNet

ORB with Hamming

Fingerprint matching method distance

Insufficient representation of
fine ridge structures

Adoption of minutiae-based matching or
fingerprint embeddings

Multimodal configuration Score-level simulation

Not based on real user

Acquisition of face - fingerprint data from
pairs the same users

Non-significant McNemar

Statistical testing

Insufficient statistical power

Larger samples and AUC-based

test comparison
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